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T E R R A  H O L D I N G S ,  L L C     
P R I V A C Y  P O L I C Y  

 

The Terra Holdings, LLC group of affiliated companies, including the Brown Harris Stevens brokerage 

companies, operating as individually licensed companies in New York, Connecticut, New Jersey and 

Florida, Brown Harris Stevens Residential Management, LLC, and Halstead Management Company, LLC 

(collectively referred to herein as the “Company,” "we" or "us”) are committed to protecting the privacy of 

personal information we collect and  the users of services and our websites, including www.bhsusa.com, 

www.bhsmanagement.com, www.halsteadmanagement.com and any other websites owned or and 

controlled by the Company or its affiliates (collectively, the “Website”). 

 

Scope of Policy  

This statement discloses how we collect, use, and disclose personal information collected through our 

Website and other business services, products, and technology, including emails, texts, electronic 

communications, applications (the “Services”). Different Websites collect different personal information and 

use different collection and sharing techniques; our brokerage and management Companies provide 

different Services and collect different information; however the purpose of this statement is to inform you 

in the broadest manner of:  

 What kinds of information we collect; 

 How such information is collected; 

 How we use the information; 

 How we use third party vendors and other third parties who may have access to information through 

our Website or your use of the Services; and  

 How you can access, obtain copies of, update, and delete any personal  information we collect  or 

opt out from our communications. 

 

By using the Website and Services, you signify your assent to this Privacy Policy. We reserve the right to 

change, modify, add, or remove portions of our Privacy Policy at any time. If so, any such changes will be 

posted on this page. Please check this page periodically for changes. Your continued use of this Website 

and Services following the posting of changes to the Company Privacy Policy will mean you accept those 

changes.  

This Privacy Policy does not apply to third parties that we do not own or control that may provide Services 

or to third party websites that may link to or be accessible through our Website or use of our Services. It 

does not apply to information collected offline or to information collected by our independent contractors/ 

real estate agents outside of our Website. Our Website is intended for customers and residents of US 

properties and is not intended for children under the age of 18. If you believe we have collected information 

about an underage child, please contact us and we will delete it. If you have any questions about our Privacy 

Policy, please e-mail us at privacy@terraholdings.com. 

Types of Information Collected and How Information is Collected 

Generally, we collect: 
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 Information you provide by visiting our Website or using our Services, your correspondence with 

us, information provided when you complete forms and registrations, and other interactions. This 

information may contain personally identifiable information (“PII”); 

 Information about your internet and mobile connections, devices, IP addresses, equipment, and 

use;  

 Information about your searches and preferences; 

 Information from our third party business partners; and  

 Information from automatic data collection technologies, including information about your use of 

the Services and information about your computer, internet devices and connections. 

Automatic Data Collection Technologies  

 We may use tracking technologies to collect information about your online activities across our 

Website and other online locations. This data, along with statistics and other information we 

automatically gather, helps us improve our Services.  

 To do this, we may use: 

o Cookies, which are text files stored in your computer, to make it easier for you to navigate 

our Services, store your passwords, etc. You may set your browser to refuse cookies, but 

it may affect your ability to access some of our Services.  

o Web Beacons, which are web files (gifs or pixel tags) that permit us to gather statistics 

about visitors, emails that are opened, etc.  

o Flash Cookies, which collect information about your preferences and navigation to and 

from the Website. 

Third Party Sites and Data Collection  

 We may obtain information from third parties, such as advertisers, and third party providers of 

Services, servers, content, and internet services. They may use Cookies, Web Beacons or other 

technologies. They may provide you with advertising or other content. 

 Other third parties, such as bill payment services, payroll services, sale and leasing application 

packagers, and others may collect your personal information in the process of assisting us in 

providing Services to you.    

 We may also receive information from other third party providers such as Google, Facebook, Zillow 

(StreetEasy) and others. We use Google Analytics to improve our Website and Services. For 

information on how Google uses information from sites that use their services, go to 

www.google.com/policies/privacy/partners/. Some sources, like www.google.com/analytics and  

www.facebook.com/about/privacy enable you to exercise choice about tracking online behavior.  

 If you use a third party service provider or go from our Website to a third party link, we do not control 

those sites. Our privacy policy and other policies do not apply, and you are subject to the third party 

site’s privacy policy, terms and conditions, and other provisions. Please make sure you review 

them. 

Use of Information 

 We retain and use your PII and other information you provide for our own internal purposes in 

connection with facilitating, documenting, and processing inquiries, requests, and interactions with 
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our Website, and to fulfil any other purpose for which you provide the information and to fulfill our 

obligations when you use our Services. 

 We use your PII to perform our management and brokerage duties, including reporting, processing, 

payments, and notifications. 

 We do not sell your PII to third parties, nor do we create profiles that are used for 

employment or housing approval purposes.  

 We also use information from both our own and third-party sources to improve our Services, by 

storing preferences, speeding up searches, and recognizing you when you return to our Website. 

 We use information to do research, develop new processes and services, to fulfill our obligations, 

and satisfy legal requirements. 

 In addition, your information may be used to provide updates about our products, services, and 

promotions, as well as to fulfill our contractual and legal obligations to clients, such as sellers, 

buyers, landlords, tenants, managed buildings, and others. We may use your e-mail or text address 

to send you special announcements and notifications of new real estate listings or offers that may 

be of interest to you. 

Information Sharing and Disclosure 

We share information in the circumstances described below: 

 A G E N T S - We may share your information with our team of Company brokers and agents, 

who may use this information to contact you about our brokerage services.  

 A F F I L I A T E S - We may provide information to our affiliated businesses, including Vanderbilt 

Appraisal, Vanderbilt Insurance, and our management and sales divisions, to the extent their 

services may be useful to you and that information, on an aggregated basis, may be useful to 

improve their activities.  

 B U S I N E S S  T R A N S F E R S - If any part or all of our business is sold, we may have to 

provide information to the purchaser in order that they may continue to provide Services to you. 

Any such transfer is subject to all applicable laws and governmental regulations regarding the 

transfer and sale of such data. 

 T H I R D  P A R T Y  E N T I T I E S - We work with third party vendors, partners, and service 

providers and may combine their data with our data to provide better Services, products, and 

experience to our clients and agents. To the extent necessary in providing our Services, fulfilling 

our obligations to you and our clients, or responding to your requests, we share your information 

with such third party entities to help us provide the Services. We may also share data with third 

parties for business purposes, including without limitation cyber security, fraud prevention, bill 

collection, contract enforcement, distribution, financial, accounting, and legal purposes.  

 L E G A L  O B L I G A T I O N S - We release information when necessary to comply with any 

law, regulation, legal process, governmental request, or reporting obligation. We share information 

to comply with MLS/RLS listing requirements; to enforce our Terms and Conditions of Use and this 

Privacy Policy; and to protect the rights, property, or safety of the Company, our clients and 

customers and the public. Information will be shared with governmental entities, professionals, and 

others as required by our legal and contractual obligations.    
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 C O M M U N I C A T I O N S - By providing us with contact information, you consent to 

communications, electronically or otherwise, from us and our Agents regarding our Services. We 

may share your contact information with our client landlords, property owners, buyers, sellers, and 

others, who may contact you to the extent necessary to satisfy their obligations to you or engage 

in communications in connection to your request for real estate services. 

Artificial Intelligence 

Artificial intelligence (AI) is of growing use in all businesses. The Company believes that AI should be used 

to speed and improve its responses but remains dedicated to providing the most professional available 

human staff and agents to satisfy its client and customer needs. The Company does not provide files to 

third parties for machine learning purposes or use AI to create profiles for automated decision making.   

Accessing, Updating or Deleting Information and Opt-Out Instructions 

 If you wish to access, update, or delete contact information or preferences, please send an 

email to privacy@terraholdings.com. Any deletions are subject to our legal obligations. We cannot 

always ensure that such corrections or deletions will be made in our database, that our Agents will 

delete all information, and that you will cease receiving all communications but we will endeavor to 

comply and will satisfy all legal obligations. 

 If you do not want to receive promotional emails, you can click the unsubscribe button in any email.  
 You may set your browser to block cookies or alert you when cookies are sent. We will honor the 

Do Not Track signal from your browser, but this may adversely affect your experience of the 

Website or ability to receive Services.  

 We cannot control third parties sending you advertising, but they may offer their own opt-out 

options. The Network Advertising Initiative also has information on how to block advertisements 

from their members on their website: https://optout.networkadvertising.org/. 
o Residents of certain US states may have additional rights under applicable privacy laws. These 

rights may include: 

o Right to request personal information collected about them 

o Right to request deletion or correction of personal information 

o Right to request access to their personal information in a portable format 

o Right to opt out of sharing personal information with third parties 

o Right to appeal a business’s refusal to take action on a request.   

You may submit a request to exercise your state specific privacy rights by contacting 

privacy@terraholdings.com. Please provide evidence of your residency in the applicable state. If 

you are using an agent to make your request, you must verify your identity and provide written proof 

of authorization.  

o For California residents, please see our California Privacy Policy on our Website. 

o For residents outside of the United State, your country’s laws, including those of the European 

Economic Area, the United Kingdom, and Switzerland,  may provide additional protections. If you 

have any concerns , please contact us a privacy@terraholdings.com and we will consider any 

additional requests.  
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Data Security 

We endeavor to keep your information safe and employ industry standard security measures to prevent 

unauthorized access, use, and transmittal. We comply with all applicable federal, state, and local  laws and 

regulations regarding PII data security and safe data PII disposal practices. However, we cannot guarantee 

that any data is entirely safe, and that equipment or software failure or that unauthorized entry or theft will 

not occur. Every user must take care to protect the user’s equipment and passwords, and to promptly sign 

on and off from the Website and Services. Company has no liability for data security incidents whether 

involving information we, our Agents, and our third party providers maintain, or which result from your use 

of third party services. No transmission or storage of information, especially PII, on the internet or through 

the Website can be guaranteed secure and users must take care in transmitting any PII.   
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